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Preface

The Department of Defense (DoD) relies on risk management analysis when acquiring large
defense acquisition programs. Risk management helps decisionmakers ensure that objectives
related to cost, schedule, and performance are met according to program goals. To that end,
a team of RAND researchers created a Microsoft Excel-based tool (the Assessor Tool) to help
DoD acquisition specialists identify system integration risk areas at any point in the acquisi-
tion process. This document offers a users’ manual for the current integration risk application
of the Assessor Tool (Version 1.0) and instructions for how to adapt the Assessor Tool for dif-
ferent applications. A complementary report describing the methodology behind the tool and
its applications is available as RR-262-OSD, A Risk Assessment Methodology and Excel Tool for
Acquisition Programs (Fleishman-Mayer, Arena, and McMahon, 2013).

This work should be of interest to those readers interested in risk assessment of major
defense programs. The document does not assume an understanding of the DoD acquisition
system. This research was conducted within the Acquisition and Technology Policy Center
of the RAND National Defense Research Institute, a federally funded research and develop-
ment center sponsored by the Office of the Secretary of Defense, the Joint Staff, the Unified
Combatant Commands, the Navy, the Marine Corps, the defense agencies, and the defense
Intelligence Community.

For more information on the Acquisition and Technology Policy Center, see http://www.
rand.org/nsrd/ndri/centers/atp.html or contact the director (contact information is provided

on the web page).


http://www.rand.org/nsrd/ndri/centers/atp.html
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Abbreviations!

ADM Acquisition Decision Memorandum

AoA analysis of alternatives

ASR Alternative Systems Review

AT&L Acquisition, Technology, and Logistics

BIT Built In Test

CARD Cost Analysis Requirements Description

CDD Capability Development Document

CDR Critical Design Review

CM Configuration Management

CONOP concept of operations

COTS commercial off-the-shelf

CPD Capability Production Document

CSCI Computer Software Configuration Item

DAES Defense Acquisition Executive Summary

DAMIR Defense Acquisition Management Information Retrieval
DIACAP DoD Information Assurance Certification and Accreditation Process
DMSMS diminishing manufacturing sources and material shortages
DoD U.S. Department of Defense

DOT&E Director, Operational Test and Evaluation

DT Developmental Test

ECP Engineering Change Protocol

EMC electromagnetic compatibility

1 This list includes all of the abbreviations that appear in the Assessor Tool itself, not just those that are in this document.
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CHAPTER ONE
Introduction

On May 22, 2009, President Obama signed into law the Weapon Systems Acquisition Reform
Act (WSARA) to improve program costs and schedules associated with the delivery of major
weapon systems. Some of the oversight changes called for by WSARA depend on a program
team’s ability to measure and manage the various risks associated with system integration (SI).
Because SI may be influenced by all elements of the acquisition process, there exists a wide
range of sources for SI risk. At any point, problems with hardware or software, design matu-
rity, timely funding, test plan execution and personnel, facilities, and supplier capabilities can
negatively affect program cost, timelines, and performance goals. Historically, integration risks
at various phases of the acquisition process have contributed in part to program delays and cost
overruns. In response, the U.S. Department of Defense (DoD) has worked toward improving
defense program management overall through program and contractor-level risk management
practices (DoD, 2000).

Large defense programs can have many technical, legal, and political consequences. Thus,
there are many stakeholders across DoD who need to identify the risks associated with DoD’s
overall weapons programs, as well as the individual technology projects within a program. To
date, personnel from the Office of the Secretary of Defense (OSD) who have been more gener-
ally involved with weapon systems acquisition—but not necessarily involved with individual
programs—have had no access to an OSD-level systematic method of determining a program’s
ability to meet its goals, or to monitor the success of the defense sector’s compliance with
WSARA over the acquisition lifecycle. The methods currently available to OSD personnel are
too technically focused and are relevant only to personnel who have detailed knowledge at the
individual program level.

The Excel information-based risk tool (referred to as the “Assessor Tool,” or “tool” for
short, for the remainder of the document) described herein (Version 1.0) is designed to assist
the DoD acquisition community in assessing weapon SI risk in accordance with WSARA. A
complementary report describing the methodology behind the tool and its applications is avail-
able as RR-262-OSD, A Risk Assessment Methodology and Excel Tool for Acquisition Programs
(Fleishman-Mayer, Arena, and McMahon, 2013). The package offers an OSD-level approach
to the evaluation and measurement of SI risk. That is, it is meant for assessors, such as OSD
personnel, who may not be especially familiar with the specific program under evaluation but
still may need to make judgments about the program’s risk. The tool is a custom-designed
software package in Excel that allows for easy accessibility of an OSD-level audience. Other
systems engineering (SE) risk management software tools, such as a COTS (commercial off-
the-shelf) SE tool (e.g., Lebron, Rossi, and Foor, 2000), may not be appropriate or easily avail-
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able for this audience. While potentially not unique, the tool is tailored specifically to OSD
personnel, allowing for its ease of use.

The Assessor Tool, developed by RAND researchers, is based on a tractable and com-
prehensive set of questions that can help evaluate integration risk at each point in the acquisi-
tion process. More specifically, the tool enables users to see how well integration risk is being
managed by providing a standards-based valuation of integration issues that can lead to cost
growth, schedule growth, and program performance shortfalls. These standards are based on
the existence and completeness of DoD artifacts and checklists that would be readily avail-
able to an assessor at the OSD level. As requested by the OSD sponsor, we developed the
tool and its methodology to help OSD-level acquisition professionals address these potential
risks to major programs; early identification and reconciliation of SI issues as mandated by
WSARA can reduce the likelihood and magnitude of the complications that frequently affect
major weapons acquisition programs (Conrow, 1995). While we describe the Assessor Tool in
terms of its appropriateness for major weapon systems acquisitions analysis, it should be noted
that it is also generalizable to an entire set of OSD-level information-based risk assessment
applications.



CHAPTER TWO
User Manual for Assessor Tool

The Assessor Tool (Version 1.0) described in this document can be used in its existing applica-
tion for assessing a weapon systems acquisition program’s integration risk, as well as adapted for
other programs and compliance risk assessments. This chapter provides step-by-step instruc-
tions to perform both of these functions. It assumes that users have read the main report
(Fleishman-Mayer, Arena, and McMahon, 2013) and therefore does not provide detailed defi-
nitions of terms such as “secondary questions” or “relevant artifacts.”

Instructions to Use the Existing Application of the Assessor Tool (Weapon
Systems Acquisition Integration Risk)

This section contains step-by-step instructions for a user of the existing integration risk Asses-
sor Tool. The instructions will lead the user through an exercise to assess a specific weapon
systems acquisition program at a specific program phase (ASR, PDR, etc.). A user can use these
instructions to answer the existing phase-specific and global questions as to their completeness
and importance and can add questions tailored to the program under assessment.

1. Open the Excel file, enabling macros if possible.

2. 'The Excel file should open to the overview tab (see Figure 2.1). If not, find this tab at

the bottom of the window and click on it.

At the top of the page, fill in the program name in the area highlighted in gray.

Click the button for the appropriate program phase (see Table 2.1) (ASR, PDR, etc.).

At the top of the page, fill in the assessor name and date.

For each program phase question (highlighted in blue), read the question. If it is a

primary question, choose its level of importance on a scale from 1 (Little Importance)

to 5 (Extremely Important). Next, for all primary and secondary questions, choose
its appropriate “Assessment”: Addressed, Partially Addressed, Not Addressed, or Not

Applicable. If a primary question is Not Applicable, its corresponding secondary ques-

tions may be skipped.

7. The last five lines allow for the program phase questions to be tailored to a specific pro-
gram. If there are applicable questions, type them into the blank spaces in the “Ques-
tion” column. See Fleishman-Mayer, Arena, and McMahon, 2013, for a discussion of
designing and properly framing questions for the tool.

a. Organize questions such that secondary questions fall directly below the associated
primary question.

SRV
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Figure 2.1
Overview Tab of the Assessor Tool

Program Name: Example Program 1

System Engineering “V" and Defense Acquisition System

Mission needs identification
j L PCA FRP

MDD | Fieldi
Requirements definition  [ASR |Results] 1elding
MS A \
| SRR | Results|
Conceptual design Production
[SFR [Results] [PRR [Resuls] - ©
Preliminary design Testing
| PDR [ Results )\{ TRR | Results |
MS B IRR |Results Int i
; ; ntegration
Detailed design
7
Implementation
Concept Material Engineering and Production Operations
el ngent solution manufacturing and and
P analysis development support

NOTE: All abbreviations can be found in the Abbreviations list.
RAND TL371-2.1

b.

In the column labeled ID, update the numbers to reflect the addition of second-
ary questions. That is, ID numbers for primary questions are given whole num-
bers, while secondary questions associated with the primary include the same whole
number with an additional decimal, ascending in increments of 0.1 (e.g., a pri-
mary question with the ID 9 will have secondary questions with IDs 9.1, 9.2, etc.).
Note that skipping this step will cause there to be an error in the overall relative risk
calculation.

In the relevant artifacts and domain area columns, fill in as appropriate.

Next, choose the level of importance on a scale from 1 (Little Importance) to 5
(Extremely Important) for each of the custom primary questions. Note that the
importance of custom secondary questions will be the same as their associated pri-
mary as long as all steps included in step 5 have been followed. Thus, there is no
reason to assign an importance level to secondary questions.

For all custom primary and secondary questions, choose its appropriate “Assess-
ment”: Addressed, Partially Addressed, Not Addressed, or Not Applicable.



Table 2.1
Sample ASR Assessor Data Entry Phase

Program Name: Example Program 1

Assessor Name: Joe Smith

Date: 6/13/2012

Relative
Technical Relevant Domain Relative
I Question . Importance Assessment Score  Weight Risk (un-
Review Artifacts Area a igh Risk welgl'fted}
Daes the CONGPS icentify the nelationships, dependencies and desined interfaces —
1 envisioned between new or uagraded systems and other sxisting ar planned sk CONDPs, V1, T0S in‘w [a-veryImpontant |8 | Pactially Addressed |2 05 4 0.04 0.04
vty NEineerng
Does the operational views [GV-1] frame the coeration concept { what Diesign acad
11 happens, who does what, in what order, to accomalish what gaall and sk ov-1 G i:“_ [ ot Addressed [ 1 4 0.08 007
T e e e NEineerng
Daes the initial Capabilities Document explain how the recuired capabiities are » " )
% depencent upan interface with other systems? Does it alsa defire mteroperability 4SR wital csubiitles.  Dedgrand o ———— = ——————— o o a0 a0
= o it arer syste e . P documnent, V-1 Engineering 2+ A litthe Empcrtant Pt Applcabie - :
requirernents af the capabilities in terms of highlewel Operational Wiew [OV-1)?
o e F, initial capabilibes
Are the system and/far Fo&/Sas redability, maintainability, availability performance . Legistics and
3 ASk f p ] o 3 0.00 0.00
parameters identfied? document, CONORS, ¢ ainabinty | 3- Somewnatimporkal] [ Addressed .
Ox-1
- Logistics and — -
31 Has a formal DMSME program been established? ASR Maintainability | Pantially Addressed .: I 0.5 -l 0.03 004
4 Masadraft Systems Engineeting Plan been Developed? A5 wp I 4 -Very Important. [ Partially Ardressed g 95 4 0.04 004
Management L 1 -
Has the Electromagnetic Spectrum suppartability assessment factors been Diesign and f
41 nsR <0, se0 ~ I 4 008 007
completed and submitted for spectrum supporably approval? - Engineering Jaiatsbddeessed e
42 Do the integratid architecture adkers to the ol ret-centric strategies? nsk et ?":E;:f““ :“i'nsn':’r': [ Addressed 3] o 4 000 000
ks the system's architecture exalidtly documented to the same level 2 the
tems reguirements? Does the architecturs documentation describe the Design and
43 b ASR e a 4 0.00 a.00
rationale far partitioning functianality and for placing key architectural Engineering | Addressed
attributes within or across a subset of architectural boundaries?
Mave HS| Ssues been integrated inta the systems acquisition Design and .
b tion? — = oo, [Motaddresed o) 1 4 008 a0
) Program
5 - ? [ i
45 Daes the program have a $o8 engineering (P17 HSR [ R [ Addressed [ 4 0.00 0.00
5 5 r n Test and f
5 Have software testing reguirements been identified? ASk E8, CARD oo [ 5-Daemely mperagt] [ Pertiay Addressed [ 5] 05 [ 0.05 0.04
6 Havethe recuirements for an integrated test facility beer identified? ASR SE2, CARD L"It;"‘ a-vVeryimportant |3 [ Addressed [ 0 4 0.00 000
valustion |
[ the Aok performance assessment afequately evaluate integration Dasign and
D e e Ask fa cominoarng | 3~ Somewnatimgorll] [ partamy adaressed [3] 05 3 003 004
Vv the reguirements far Integration best sctivites been identfied ang imcloded Tast and
L] HSR SE8, CARD N habimns ( r r 1 3 0.06 007
e r—— fualaton | 37 Semewhat imporigt] | Mot Addresses
] SR 1-Very lintle Importafiel [ addressed a o 080 000
10 SR 1-Verylittle Impartabel  [addressed a a .00 000
11 ASR L-VeryLittle Impartael  [Addressed [ [ 000 000
12 ASR 1-VeryLitle Imparfabel [ aAddressed 0 0 000 000
13 ASR 1- Very Little |mpumﬂ (nodressed a o 0.00 0.00
Total ASR Relative Risk 046 0.46

NOTE: All abbreviations can be found in the Abbreviations list.
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8.

10.

Scroll down on the page to find the global questions (highlighted in purple). See
Table 2.2. For each global question, follow the same instructions in steps 6 and 7 above.
Note that “Assessment” choices may be somewhat different than those for the program
phase questions (e.g., Yes, Somewhat, No, Not Applicable; High, Medium, Low, Not
Applicable).

Scroll to the very bottom of the program phase tab to reveal a button labeled “Results.”
Click the “Results” button or choose the results tab in Excel associated with the appro-
priate program phase.

Review the results report (e.g., Figure 2.2). See Fleishman-Mayer, Arena, and McMa-
hon, 2013, for a further discussion of the results report. The buttons at the top of the
page allow for the report to be printed and will direct the user back to the home page
or back to the program phase questions.

Adapting the Assessor Tool for Other Programs or Information-Based Risk
Assessments!

This section contains step-by-step instructions for a user of the Assessor Tool template. The
instructions will lead the user through an exercise to create a tailored Assessor Tool, such as
the example integration risk Assessor Tool described in Fleishman-Mayer, Arena, and McMa-
hon, 2013. A user can use these instructions to create Excel tabs to hold questions about, and
results for, multiple program phases. For instructions of how to assess the program associated

with this adapted tool, a user may loosely follow the instructions presented previously for the
integration risk application of the Assessor Tool.

1.

Open the Assessor Tool template file (see Table 2.3).

If the program of interest has more than one program phase, make copies of the existing

questions and results tab.

a. Rename the tabs to reflect program phases. For example, for the ASR program
phase, the questions tab could be named “ASR,” and the results tab could be named
“ASR Results.”

b. Go to each results tab and change all formula references to the corresponding ques-
tions sheet.

* One way to do this:
- Show all formulas in the tab using the “show formulas” option/command in
Excel.2
- Using “Find and Replace All,” change the tab reference “Questions Template”
to the name of the appropriate questions tab (e.g., ASR).
- Hide all formulas.

1

Note that these instructions assume moderate-level Excel skills.

2 To show formulas in Excel 2012, go to the File menu and select Options. It will bring up the Excel Options dialog.
From the left sidebar, click Advanced, and from the right pane scroll down to find Display options for this worksheet group.
Under this group, enable the “Show formulas in cells instead of their calculated result” option. Click OK to continue. To
show formulas in Excel 2007 for the Mac, go to the Excel ribbon titled Formulas, and under the Function heading, select
the Show label.



Table 2.2
Sample ASR Assessor Data Entry Phase, Global Questions

Program Name: Example Program 1 Assessor Name: Joe Smith Date: 6/13/2012
Relative
- Technical Relevant Domain . Relative .
ID  Question . N Importance Assessment Score Weight N Risk {un-
Review Artifacts Area Risk weighted)
Has a schedule breach been reparted in the progracm in DAMIRDASHBOARD r :
| 3 - Somewhat importa| [
Gl reporting? ASR 1 P m Yes = 1 3 0.0E o.o7
Was the schedule breach due to major systern development, deliveries or -
Gi1 produetian that increass integration Fisk? ASR Somewhat L= a5 3 0.04 0.04
Has the IMS changed due to the breach such that integration risk has —},
ar increased due to redwced durations for installation and testing? a _l'fes - 1 3 0.0 a.or
Hawe funding changes increased integration risk due 1o inadequate funds for " -
| 2 - Alitle important [
G2 \esting or resulted in delays far technology insertion? L ! important [3] [ e - v 2 L L
63 Has the program been identified for a Munn-MeCurdy breach? ASE [ 4 - Very Impartant = Mo -: J a5 4 0.06 0.04
Far any changes as a result of N-M recertification, have there been any
= program technical risks or integration ricks that have not been assessed? L Yes - 2 - Lk whar
Are there any technology risk isswes identified in the most recent ADM that have ( =
68 ot been addressed by the program? ASR | 3 - samewhat -|r|pn-|aﬁ:] Samewhat . 3 as 3 0.04 0.04
G5  What i the DOT&E risk assessment for the program (H, M, LJ? ASR [ 2- nlittle important 4] ;-Hngh 1 2 0.06 0.07
G5.1 Has any of the TEMP rot been concurred and funded? ASR Yes + : 3 1 2 0.06 0.o7
Has a rajor sub-systern or technology wendar Failure accurred of vendor been r - -
66 romiskifed or ASR | 1-very Little |n|purl$§ Mot Applicable ) L3 [i} 0.00 0.00
G6.1 What is the associated integration risk effect on the program (H M L7 ASR | Medium :} ] 1] 0.00 0.00
Hawe all required certifications or the planning to achieve required cenifications at ( - - .
&7 AR 2 - A litthe ir 5 ) 3
the appropriate time been addressed? b st Fnpostant B ] S = L 2 e LD
G7T.1 Information Assurance {e g DIACAP and NSA Cryptographic Certification] 7 ASR All [ ] '] 2 0.00 0.00
G7.2 Interoperability {e.g Net Ready KPP, Joint Interoperability Test Certificate]? ASR Same P 3 05 2 Q.03 0.04
G7.3 Spectrum Management [ £.g. M/ EMC Cert, Spectrum Cert|? ASR All s ] ] 2 2.00 2.00
G74 Safety (e.g. Airworthiness, SUBSAFE, PESHE]? ASK Mo ¥ : 3 1 2 0.06 o.o7
a8 AR fes B 1 0 0.00 0.00
[ AR Yag = 1 [\ 0.00 0.00
G10 SR ves ] 1 0 0.00 000
G11 ASR Yas e 1 1] 0.00 0.00
Total Glebal Relative Risk 0.64 0.61
Results Back to Home Page

NOTE: All abbreviations can be found in the Abbreviations list.
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Figure 2.2
Results Page for Sample Run

Print Repart Back ta questions Back to Home Page
Top guestions with the largest relative risk
Question Relative ) i Relevant
e Rank 1D T Question Domain Area i
Have the Electramagnetic Spectrum supportability assessment e
ASR 1t 41 008 factars been completed and submitted for spectrum supportably oo - SSD, SEP
approval? neineering
S o nd 44 opg HEversiissues been integrated into the systems acquisition Design a_nd .
u m m a ry documentation? Engineering
o = @ oo e r.he requirements fnr integration test activiites been Design a_nd SEP, CARD
and included in the cost
For any thanges as a result of N-M recertification, have there
progra m Name: Examp le Glabal 1st G3.1 011 beenany program technical risks o integration risks that have o 1
not been assessed?
Has 2 schedule breach been reparted in the pragram in
Program 1 Glabal md GI 008 T —— o o 0
Has the IMS changed due to the breach such that integration risk
. Global 3rd G12 008  hasincreased due to reduced durations for installation and [ o
Assessor: Joe Smith testing?
O ASR Questions Status of ASR Questions
Date:line 13' Al Q
® Global Questions
i 41,848,
vy NotAddressed/Yes , G5.1,G7.4, @ G1,GL2 63l
@ ® G5.G5.1,G74, @ GLGL2 0!. o
e
ASR Global 3 31,7, 1, 4,5,
. . Q
Quesuons Questlons = Partially Addressed ® G7,G7.2, @Gu, G4, ®as, O
5
Addressed/No 3 b R
Overall o 48 0 64 ._,Lj ® G2,G7.1,67.3,0 B
. . . - o
Relative Risk )
7 61 o o & 7
(= el & & & 2
an o d}@ @d’(@ o ?&
. . 7] < & ) & o«
Relative Risk [ o¥ & & A
(un-weighted) 046 L2 g K & S o«
& & o <
Weight (Importance)

RAND TL113-2.2

c. Change data references and labels in the graph.
* To find data references: Right click with the pointer over the graph, choose “select
data.”
* To change the labels, it may be necessary to download an Excel add-in.
3. For each questions tab:

a. After organizing questions such that secondary questions fall directly below the
associated primary question, type phase-specific questions in the appropriate cells
(into the blank spaces in the “Question” column). See Fleishman-Mayer, Arena, and
McMahon, 2013, for a discussion of designing and properly framing questions for
the tool.

b. In the column labeled ID, update the numbers to reflect the addition of second-
ary questions. That is, ID numbers for primary questions are given whole num-
bers, while secondary questions associated with the primary include the same whole

3 In Microsoft Excel, there is no built-in command that automatically attaches text labels to data points in an xy (scatter)
chart. However, you can create a Microsoft Visual Basic for Applications macro that does this. There is an xy labeler add-in
that does not require writing your own macro. See Application Professionals, not dated.



Table 2.3

Assessor Tool Template File

Program Example Program Program Stage 1 Assessor Joe Smith Date: 6/13/12
Name: Stage: Name:
1D Question Relevant Domain Importance Assessment Score Weight Relative RE"‘:{:’:— e
Artifacts Area Risk weighted)
STAGE-SPECIFIC QUESTIONS
1 Replsce with question 1 [ 1-very Littie Importande) Partially Addressed | & os 1 0.08 013
L Replace with question 1.1 (2-nliteimportant |4 [ Partially Addressed 14) o 1 0.08 013
2 Replace with question 2 w m:_:] 1 3 a.50 0.25
3 Raplace with question 3 [[1-very Litte importande ] | Addressed M o 1 0.00 000
5 | 1-Very Little Importandel 3 Mot Applicable ! 3] a (i 0.00 0.00
6 (1-Very Little importandgg ] | Mot Appiicanle — 14] o 0 0.00 .00
7 (3-Somewhatimportant§] | Not Applicable  14] @ 0 0.00 0.00
8 | 1-Very Little lmnurl.sﬂr{‘) Mot Applicable |5 0 0 0.00 0.00
a3 | 1-Very Little lmpurl.mzﬁ) Net Applicable . :] a 0 0.00 0.00
10 (1-Very Little importancgg ] | Mot pplicsnle 18] o 0 0.00 000
1 (2-nlite important 1§ [ Mot pplicatle 14 o 0 0.00 000
12 ] m W:_:] 0 0 0.00 0.00
13 | 1-Very Little lmpunaﬂe‘lﬂ] Mot Applicable ! :] a Q 0.00 0.00
1 (1-very Little importandgg ) | Mot appiicasle — 13] o 0 0.00 0.00

RAND TL113-T2.3
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number with an additional decimal, ascending in increments of 0.1 (e.g., a pri-
mary question with the ID 9 will have secondary questions with IDs 9.1, 9.2, etc.).
Note that skipping this step will cause there to be an error in the overall relative risk
calculation.

c. In the relevant artifacts and domain area columns, fill in as appropriate.

d. Note that the template allows for the inclusion of 50 phase-specific questions and
30 global questions per program phase.



CHAPTER THREE
Conclusion

This document presented the User Manual for the Assessor Tool, which can be used to facili-
tate an OSD-level information-based risk assessment for acquisition or other major programs.
A complementary report describing the methodology behind the tool and its applications is
available as RR-262-OSD, A Risk Assessment Methodology and Excel Tool for Acquisition Pro-
grams (Fleishman-Mayer, Arena, and McMahon, 2013). The tool includes a generalizable form
of the Assessor Tool as well as the integration risk Assessor Tool provided as an example appli-
cation. The reproducible and documented tool for integration risk assessment may be consid-
ered for program office reporting to meet WSARA compliance as well as for other acquisition
reviews, such as the OSD Defense Acquisition Executive Summary and Overarching Inte-
grated Product Team reviews, and for adaptation into other program assessment tools, such as
the Probability of Program Success tool. As of this writing, the Assessor Tool has not yet been
validated in a real-world setting. Potential future work could include its validation.
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